// A new mobile-centric computing model allows sociological profiles of people to be generated, kept, and securely provided to third parties as a service.
With this model, owners can be fully aware and in control of how their information is accessed, while still contributing to collective sociological information. // MOBILE APPLICATIONS that let users engage in social interactions (email, texting, social media, and so on) have become an important motivation behind global mobile Internet access. 1 Mobile devices' personal nature has led them to become a primary interface for individuals to express themselves and receive information from others regarding everything from personal moods to professional, ethical, and social concerns. 2, 3 Consequently, mobile devices could become unrivaled tools for building and storing individual users' virtual profiles, able to reflect evolving social images based on users' interactions with their devices. 4 Access to such profiles and collective sociological information would be of great interest and benefit to researchers in fields such as government, public health, and smart cities.
Nevertheless, no one has yet used mobile devices to create, host, and control such sociological information. (For further reading on related approaches, see the sidebar.) To help remedy this situation, we developed a new model, people as a service (PeaaS) , that seeks to establish a foundation for the evolution of technologies that rely on mobile computing for social purposes.
The Four Pillars of PeaaS
PeaaS aims to exploit mobile devices' potential for both storing users' sociological profiles and offering them as a service. It emphasizes mobile devices' capabilities and relies on them for inferring and sharing sociological profiles kept on a given device. This lets mobile-device owners keep their virtual identities under their control more easily while still allowing external systems to consult those identities. So, the consumers of such a service can analyze specific features of various groups of people.
Serving individuals' virtual sociological profiles through mobile devices goes one step beyond other mobile-centric models that focus only on providing the devices' contextualized data as a service-that is, sensory data such as GPS coordinates and temperature. PeaaS allows the collection of information about many interesting topics, such as the moods, trends, social statuses, and health habits of a group of people.
PeaaS rests on four pillars:
• mobile devices as interfaces to people,
• sociological virtual profiles,
• sociological profiles as a service, and • user privacy.
It combines these pillars to overcome current social computing models' limitations. These limitations are characterized by the distribution of individuals' virtual identities across several heterogeneous platforms that have only a partial view of a user's identity but have full control over the user's information and don't clarify who's accessing it.
Mobile Devices as Interfaces to People
PeaaS considers mobile devices as interfaces to people. Devices connect people to the outside world-people can use them to express thoughts and concerns. Combined with mobile devices' growing computing capabilities, this makes those devices a centerpiece of PeaaS.
Sociological Virtual Profiles
Many mobile devices have a pack of sensors (GPS, digital compasses, gyroscopes, humidity sensors, accelerometers, and so on) that can collect contextual information about their surroundings and therefore their owner's surroundings. This enables the devices to witness their owners' behaviors in each context that the sensors can identify. 5 In other words, mobile devices can detect how people behave when they're at certain locations, surrounded by certain people, and so on. PeaaS allows the construction and possession of device owners' sociological virtual profiles, which are elaborations of the contextual information captured by device sensors and from the owners' interactions with their devices.
Sociological Profiles as a Service
Generating device owners' profiles is useful to external entities only if they can interact with the profiles. According to the PeaaS philosophy, sociological profiles must be provided as a service to those who might wish to access that information.
These external entities range from mobile devices operated by individuals who wish to interact with others on the basis of their sociological profiles to high-performance-computing centers that wish to extract and process collective sociological information for strategic purposes.
RELATED WORK IN SOCIAL MINING
Collective sociological information is distributed across the many social platforms with which users regularly interoperate. Such platforms are usually oriented toward specific features and therefore can't construct a full identity of their users (for example, Facebook usually contains information about users' personal lives, whereas LinkedIn hosts professional profiles). Social mining focuses on generating centralized profiles of users from the information found in the various platforms. 1 However, it often generates inaccurate information owing to the heterogeneous data found in different platforms, and, more important, it doesn't uphold users' privacy. 2 To mitigate such limitations, researchers have explored using mobile-centric computing models and architectures. For example, Valérie Issarny and her colleagues presented the WSAMI (Web Services for Ambient Intelligence) middleware-based environment as a way to deploy SOAP services in mobile devices to allow access to contextual information. 3 These ideas of exploring new mobilecentric computing models and architectures led to the design of Micro-Blog, a system that makes contextual information found in mobile devices accessible to external systems. 4 Micro-Blog enables interactions with device owners on the basis of information collected by device sensors. Other researchers have presented architectures focusing on mobile-centric computing models to decentralize media content from servers, letting devices behave as content providers in device-todevice communication. 5 
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User Privacy
PeaaS guarantees that an individual's personal profi le is always kept exclusively in his or her device, unlike traditional models in which profi les are centralized in servers that often violate privacy. 6 Furthermore, PeaaS makes all accesses of information completely visible to and controllable by the device owners. That is, device owners can monitor and determine who accesses their information, what information is accessed, and when it's accessed. Corresponding wizards help users set up privacy policies according to their preferences.
All information that mobile devices provide to external entities must be completely anonymous, to the extent that others can't identify the device's owner. Sensitive information such as the individual's name, address, phone number, and email mustn't be given out unless device owners explicitly give permission to do so under specifi c circumstances.
A PeaaS Reference Architecture
The following reference architecture will help assure that PeaaS implementations comply with the four pillars (see Figure 1) . We defi ned it at a high abstraction level so that it can be tailored to any PeaaS application.
The architecture is mobile-centric in that a mobile device contains the components that fulfi ll the model. It doesn't prohibit the use of external nonmobile systems but grants them a secondary role as mere mobile-device clients.
We conceived this architecture as being initially implemented at the application level, as a proof of concept of its potential benefi ts. However, the approach could be exploited much more effi ciently through an implementation closer to the OS and hardware, where data mining isn't limited by the OS services but benefi ts from directly accessing the device's capabilities.
The inference engine achieves the fi rst pillar: mobile devices as interfaces to people. Given that interactions between external entities and mobile devices can be requested according to sociological criteria (age, gender, political views, and so on), device owners' suitability for certain interactions must always be evaluated in the devices. The inference engine does this by determining whether the device owner complies with the criteria specifi ed by incoming interactions. Once it acknowledges a device owner as suitable, it channels all communications by either sending out notifi cations and visual content to the user interface or automatically responding to questions about the device owner's sociological profi le. The fi rst case allows external entities to engage in interactive communications with the device owner and request feedback on any subject. In the second case, communication between external entities and the device is automatic; the device owner's intervention isn't required owing to the inference engine's capacity to impersonate the owner. To evaluate the device owner's suitability and to impersonate him or her, the inference engine uses the user profile and any of the device's mobile resources (which include but aren't limited to those in Figure 1) . The user profile consists of the device owner's virtual identities and therefore provides sociological information about the device owner. The mobile resources provide simple contextual data.
The user profile retrieves information from the mobile resources and the user's interaction with the device. It fulfills three requirements:
• monitor the device's system resources and its owner's activity, • store this information in local data storage, and • use this information to generate and store sociological information about the device owner.
To make the inference engine and user profile available to external entities and to comply with the third pillar (sociological profiles as a service), the PeaaS architecture includes a service execution environment. This lets services be remotely deployed and launched in any mobile device, thereby allowing external entities to interact with device owners via the inference engine. The architecture doesn't define restrictions on implementing these services and the execution environment. Nevertheless, we encourage using standard service protocols such as SOAP or REST (Representational State Transfer) so that external entities can easily interoperate with the services.
User privacy is probably the most important pillar. As Figure 1 illustrates, all information about the device owner is kept exclusively in the device, and the architecture provides the privacy settings component for configuring and applying the device's privacy settings. This component contains the privacy policies and therefore determines which services can be deployed and executed, who can invoke the services, which mobile resources each service can access, and which type of information each service can return. Device owners can configure these policies through the user interface, thereby guaranteeing that they're aware and in control of how their sociological information is accessed.
The service privacy verifier applies the privacy policies; it must block all service requests that don't comply with the policies and notify the device owner about the conflicts it resolves.
Beefun
Among the fields that could benefit from managing collective information from groups of individuals, mobile marketing is a great niche for PeaaS. It stands out because of the accuracy with which advertising targets (device owners) must be segmented and because of its capacity to immediately measure the competitive advantages of using a technology.
Recent applications such as Facebook Home and Google Now are clear examples of how collecting sociological information from advertising targets has become extremely important to companies. Although both products are commercialized as tools for launching personalized recommendations to device owners, digital advertising is the main source of income for the apps' creators. So these companies' main interest has become gaining user satisfaction through these applications while achieving a greater segmentation of user profiles for advertising. However, the two applications continue to centralize user profiles on company servers, providing no transparency to users about how and by whom their information is accessed.
PeaaS presents an alternative that, applied to mobile marketing, could benefit both consumers and advertisers. Its potential for this market and the market's capability to provide rapid feedback on its benefits encouraged us to develop Beefun (www.beefunapp.com) as a proof of concept. This should help us discover the limitations of PeaaS and enhance both the PeaaS model and its technological implementation before we apply PeaaS to fields in which it should have a higher social impact.
In Beefun, advertisers can anonymously query advertising targets' sociological profiles to retrieve collective information about targets' preferences, areas of interest, moods, and so on. This lets advertisers refine their marketing strategies and potentially increase their campaigns' effectiveness. Furthermore, the interoperation possibilities supported by PeaaS, and consequently by Beefun, let advertisers send out interactive ads to the app's users on the basis of their profiles.
Interoperation between advertisers and targets is carried out through the services that advertisers can deploy in the devices. Given that Beefun is merely a proof of concept, we initially designed the service execution environment to host and launch services that are written in a proprietary scripting language. Such a language contains three types of basic instructions:
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• ask the inference engine about the users' sociological profiles, • request notifications and visual content to display on the user interface, and • return an execution response to advertisers.
Each service that advertisers can deploy in mobile devices is maintained in an external catalog of the Hive system. The Hive registers all mobile devices connected to the network and manages the deployment and execution of services in the devices. When advertisers wish to interact with targets, they ask the Hive to deploy and execute a service in a set of targets selected by sociological criteria. They then wait for responses from the devices.
In accordance with the fourth pillar (user privacy), the targets' sociological profiles are kept in their devices. This presents a challenge when advertisers wish to interact with targets because it makes it difficult to find the targets that comply with the required segmentation criteria. Although the devices' inference engines could resolve this issue, the cost and response time for blindly asking each device whether its sociological profile complies with certain criteria can be high. We mitigate this by having the Hive maintain basic information that's voluntarily given by targets (phone number, age, gender, and postal code). This lets the system preselect potential targets on the basis of this information. In any case, the devices' inference engines still must evaluate the targets' suitability.
Through this implementation of PeaaS, we can explore new forms of mobile marketing that allow advertisers to reach their targets more precisely. Accessing detailed sociological profiles of the targets, retrieving collective information about them, and allowing targets to provide their opinions about products and ads while preserving their privacy are innovations in this field. Besides satisfying both advertisers' and targets' interests, the technology allows generation of a view of collective interests, which could be relevant for market studies.
A private user community is beta testing Beefun. We expect to release it for the general public for Android and iOS during 2014.
B
y focusing on people and their mobile devices as information sources, we can continue to think of new advanced computing models that provide numerous benefits. Mobile-centric computing architectures can prove their great capability to generate sociological profiles through applications such as Beefun.
Applying this model in fields with a high social impact, such as health or government, could be extremely beneficial for society. For instance, PeaaS could let organizations identify patterns that could be contributing to health disorders among large communities. They could use this information to plan strategic actions that could help increase individuals' life expectancies. In government, PeaaS could allow retrieval of collective information about citizens' political views and preferred courses of action to enhance living standards and promote democracy.
Because the success of PeaaS requires its wide adoption by mobiledevice users, they need to receive some benefits in exchange for participating. So, besides PeaaS giving users more control over their privacy, perhaps users could receive benefits from the companies using their information. For example, a cell phone carrier could offer a discount to its clients who use an implementation of PeaaS that has been conveniently adapted to a particular context (in this case, cell phone service providers), monitoring their participation and reducing their bill accordingly. Additionally, a thirdparty company that uses the platform to reach users according to some specific criterion could monetarily compensate those users or give them its products or services.
Independent of the field in which PeaaS is applied, it shouldn't be considered only as a means of creating and accessing sociological profiles and collective information. Individuals can also use models such as PeaaS to make themselves heard and to position themselves in society. This should help them satisfy their interests and create synergies that can have a powerful impact on society.
Even though PeaaS provides means to manage information privacy, there are risks and issues regarding the use (or misuse) of such
The cost and response time for blindly asking each device whether its sociological profile complies with certain criteria can be high.
information once it has been served and gathered outside the device. However, this concern also applies to other applications and social networks. It raises signifi cant challenges and deserves much more attention from the software development industry, user communities, and government data protection agencies. Our approach contributes to the dialog by suggesting a mechanism for controlling and monitoring when user information is accessed. Compared to similar models, it gives users more tools and more ability to control how their information is being used and who is using it.
